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DISCLAIMER
This presentation is for general education purposes only. The information
contained in these materials, lecture, ideas and concepts presented is not
intended to be, and is not, legal advice or even particular business advice
relevant to your personal circumstances. The laws, regulations and
contractual terms regarding the HIPAA privacy concepts presented in this
seminar are as published in the relevant Federal statutes and regulations. It is
your responsibility to seek private counsel with your attorney to determine
how these laws and regulations as well as the concepts discussed apply to
your specific case before applying the concepts addressed in this seminar or
the sample forms provided.

Attendance at this presentation should not be construed as creating an
attorney – client relationship with the speaker nor should the information
presented or the sample forms provided be construed as legal advice.
Remaining for this presentation indicates your acknowledgement and
agreement with the above.

NOTICES
Current Procedural Terminology (CPT®) is copyright © 2009 American Medical
Association. All Rights Reserved. CPT® is a registered trademark of the
American Medical Association (AMA).

Admitted to the practice of law in California (Cal Bar ID 260146) and the US
District Courts in the Southern District of California and the Western District of
Pennsylvania.
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Presentation Outline
 REVIEW OF HIPAA PRIVACY CONCEPTS

o KEY TERMS

 OUTLINE OF HITECH CHANGES
o APPLICATION OF HIPAA PROVISIONS TO BUSINESS ASSOCIATES
o NEW PRIVACY REQUIREMENTS FOR HIPAA COVERED ENTITIES
 RESTRICTIONS ON DISCLOSURES TO HEALTH PLANS
 CHANGES TO MINIMUM NECESSARY DISCLOSURE STANDARDS
 NEW ACCOUNTING REQUIREMENTS FOR DISCLOSURES OF ePHI
 NEW REQUIREMENTS TO PROVIDE ELECTRONIC COPIES OF HEALTH RECORDS
 NEW RESTRICTIONS ON USE OF PHI FOR MARKETING AND FUNDRAISING
 NEW HHS PRIVACY EDUCATION REQUIREMENTS
 NEW CIVIL AND CRIMINAL PENALTIES FOR NON-COMPLIANCE

o NEW BREACH NOTIFICATION PROVISIONS

 OUTLINE OF NECESSARY PRIVACY POLICY CHANGES

REVIEW OF HIPAA PRIVACY CONCEPTS
 IIHI
 PHI
 ePHI
 Acknowledgment
 Authorization
 TPO
 Non TPO

OUTLINE OF HITECH CHANGES
 APPLICATION OF HIPAA PROVISIONS TO BUSINESS ASSOCIATES

o SECURITY: Under the HITECH Act, BAs are subject to administrative, physical
and technical safeguard requirements of the HIPAA Security Rule. Must
maintain policies, procedures, and documentation of security activities “in the
same manner that such sections apply to the covered entity.” 42 U.S.C
§17931(a) (mandating the applicability to BAs of 45 C.F.R. §§164.308, 164.310,
164.312, and 164.316).
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 No Requirement for BAs to conform to the “general rules” of the HIPAA
Security Rule such as:
 Ensure confidentiality, integrity and availability of all ePHI.

 Protect against reasonably anticipated threats or hazards to the
security or integrity of ePHI and impermissible uses or disclosures of
such information.

 Ensure compliance with HIPAA security rule by its workforce.

45 C.F.R. §164.306

o HITECH did not apply to BAs the HIPAA organizational requirements rule (45
C.F.R. §164.306(b)) which, in part includes the specific provisions required for
BA contracts.

o HITECH does require that provisions pertaining to security applicable to a
covered entity shall also be applicable to a BA and “shall be incorporated into
the business associate agreement between the business associate and the
covered entity.” 42 U.S.C. §17391(a). Two possible interpretations:

 BA contracts amended by operation of law.

 Covered entities are required to amend BA contracts.

Note: HHS currently has no official enforcement position on this issue.

o Example Changes to BA Agreement
 Requirement to comply with Title XII, Subtitle D of HITECH codified at 42

U.S.C. §§17921-17954 as well as HHS regulations enforcing these statutory
provisions.

 Requirement to comply with Section 13402 of HITECH Act codified at 42
U.S.C. §17932 as well as HHS regulations enforcing these statutory
provisions.

 BA will report to covered entity of any breach of unsecured PHI as required
by 42 U.S.C. §17932 (b) within five days of the BA’s discovery of the breach.
BA will indemnify Covered Entity for reasonable expenses Covered Entity
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incurs in notifying individuals of a breach caused by BA or its subcontractors
or agents.

o BUSINESS ASSOCIATES AND PRIVACY
 Business Associate must comply “with each applicable provision of section

§164.504(e),” which includes:
 Establish permitted uses and disclosures. Contract may not authorize BA

to use or further disclose PHI in a manner that would violate the Act if
done by the covered entity except for uses necessary for proper
management and administration or for the BA to provide data
aggregation services.

 Provide that the BA will:
o Not use or further disclose other than as permitted by contract or law;
o Use appropriate safeguards to prevent unauthorized uses or

disclosures;
o Report to the Covered Entity any unauthorized use or disclosure;
o Ensure that agents/subcontractors adhere to same restrictions that

apply to BA.
o Make PHI available as required by 45 C.F.R. §164.524;
o Make PHI available for amendment and incorporate amendments as

required by 45 C.F.R. §164.526;
o Make available information required to provide accounting of

disclosures as required by 45 C.F.R. §164.528;
o Make internal practices, books, records relating to use and disclosure

of PHI available to HHS to permit HHS to assess covered entity’s
compliance;

o At termination of contract, return or destroy all PHI received from or
created or received on behalf of the covered entity.

 Authorize termination of contract if Covered Entity determines that BA
has violated material term.

 Incorporation of HITECH’s additional privacy requirements for covered
entities “shall be incorporated into the business associate agreement
between the business associate and the covered entity.” HITECH Act,
Section 13404(a) codified at 42 U.S.C. §17394(a).
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 HITECH applies a “snitch provision” to BAs. HITECH provides via reference to
45 C.F.R. §§164.502(e) and 164.504(e) that 45 C.F.R. §164.504(e)(1(ii) “shall
apply to a business associate in the same manner that such section applies
to a covered entity.”

 Covered entity is not in compliance with Privacy Rule where it knows of
pattern of activity or practice of BA that constitutes a material breach or
violation of BA’s obligation under the contract unless the covered entity
took reasonable steps to cure the breach or end the violation and if such
steps were not feasible, terminated the contract, or if termination was
not feasible, reported the problem to the HHS Secretary.

Similarly:

 BS is not in compliance with Privacy Rule where it knows of pattern of
activity or practice of the covered entity that constitutes a material
breach or violation of the covered entity’s obligation under the contract
unless the BA took reasonable steps to cure the breach or end the
violation and if such steps were not feasible, terminated the contract, or
if termination was not feasible, reported the problem to the HHS
Secretary.

 NEW TYPES OF BAs
Statute requires that an “organization, with respect to the covered entity,
that provides data transmission of [PHI]…shall be treated as a business
associate…” HITECH Act at Section 13408 codified at 42 U.S.C. §17938
 Health Information Exchanges
 Regional Health Information Organization
 E-Prescribing Gateways
 Vendor that Contracts with Covered Entity to Offer Electronic Personal

Health Record to Patients.

o PENALTIES APPLICABLE TO BAs
 BAs subject to same penalties as covered entities. HITECH Act Section

13401(b)-(c) codified at 42 U.S.C. §17931

o RESTRICTIONS ON DISCLOSURES TO HEALTH PLANS
 Covered entity may not refuse an individual’s request not to use or disclose

PHI where disclosure is the a health plan for purposes of payment or health
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care operations and PHI “pertains solely to a health care item or service for
which the health provider involved has been paid out of pocket in full.”
HITECH Act Section 13405(a)

o CHANGES TO THE MINIMUM NECESSARY STANDARD
 Covered entity, when using or disclosing PHI, or requesting PHI from another

covered entity, must limit “to the extent practicable” disclosure to the
“limited data set” as defined by HIPAA (45 C.F.R. §164.514(e)(2)), or, if more
information is “needed”, to the minimum necessary “to accomplish the
intended purpose of such use, disclosure, or request, respectively.” HITECH
Act Section 13405(b)(1)(A).

 Not clear how covered entities and business associates are to determine
whether a limited data set is “practicable” for a certain purpose. HHS
guidance necessary.

 Covered Entity can no longer rely on requestor to determine what
constitutes the minimum amount of information necessary. HITECH Act
requires the covered entity to make the determination of what the minimum
necessary information is necessary for disclosure. HITECH Act Section
13405(b)(1)(C)(2) codified at 42 U.S.C. §17935(b).

o EXPANSION OF ACCOUNTING REQUIREMENTS FOR DISCLOSURES
 Under HIPAA, covered entity did not need to account for disclosures for TPO,

under HITECH, disclosures of PHI through an electronic health record, even
for TPO, must be accounted for and provided to the individual upon request.
HITECH shortens the time-frame to the three year period preceding the date
of the request. HITECH Act, Section 13405(c)(1), codified at 42 U.S.C.
§17935(b).

 Definition of electronic health record expanded to include “an electronic
record of health-related information on an individual that is created, gathers,
managed, and consulted by authorized health care clinicians and staff.”
HITECH Act, Section 13400.

 Business Associates must also account for disclosures. Covered entities may
either provide the individual with an accounting of disclosures by BA’s or
provide a list of BAs and their contact information to an individual requesting
an accounting. HITECH Act, Section 13405(c)(3), codified at 42 U.S.C.
§17395(c).
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 Entities with EHR as of 1/1/09 – new rules pertain to disclosures made
on/after 1/1/14

 Entities with EHR after 1/1/09 – new rules pertain to disclosures on or after
the later of 1/1/11 or date of acquisition of EHR.

 HHS Secretary may postpone for up to two years.

o NEW REQUIREMENTS TO PROVIDE ELECTRONIC COPIES OF HEALTH RECORDS
 HITECH Act mandates that in complying with the requirement to provide

access for individuals to their PHI under HIPAA (45 C.F.R. §164.524), a
covered entity that “uses or maintains an [EHR] with respect to” PHI is
required to produce a copy of such PHI in electronic format upon an
individual’s request, and if the individual so chooses, to transmit a copy
directly to an entity or person designated by the individual provided that the
request is “clear, conspicuous, and specific.” HITECH Act, Section 13405(e)
codified at 42 U.S.C. §17935(e).

 Covered entity may impose fee provided that such fee may not be greater
than the covered entity’s labor costs in responding to the request for the
copy (or summary). HITECH Act, Section 13405(e) codified at 42 U.S.C.
§17935(e).

 HITECH Act does not rule out charging individuals for copying or postage
charges where such charges are incurred.

o NEW RESTRICTIONS ON MARKETING
 Marketing – any communication that encourages the recipient to purchase

or use a product or service unless:

 Provided by or included in plan of benefits of the covered entity making
the communication for certain purposes.

 For treatment of the individual; or

 For case management or coordination of care or to advise individual of
alternative treatments, therapies, healthcare providers or settings.
45 C.F.R. §164.501. Marketing definition, (1)(i)-(iii).
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 Under HITECH, receiving compensation nullifies the above exceptions. A
covered entity may not receive “direct or indirect payment” in exchange
for making the communication unless:

o Payment for communication relating to a drug already prescribed and
amount is reasonable.

o Communication made by covered entity and entity obtains a valid
authorization from the individual.

o Communication made by BA on behalf of covered entity and such
communication is consistent with BA Agreement.

o NEW RESTRICTIONS ON FUNDRAISING
 Under HIPAA, fundraising communication required to contain in a “clear and

conspicuous manner” and opportunity for the recipient to “opt-out” and not
receive further fundraising communications.

 Under HITECH, opting out is to be treated as a revocation of authorization
under HIPAA. HITECH Act, Section 13406(b), codified at 42 U.S.C. §17936(b).

o NEW HHS PRIVACY EDUCATION REQUIREMENTS
 Two New Initiatives:

 Designation of an individual in each of the ten HHS regional offices “to
offer guidance and education to covered entities, business associates,
and individuals regarding federal privacy and security rules for PHI.”
HITECH Act, Section 13404(a), codified at 42 U.S.C. §17934(a).

 HHS must implement a “multi-faceted education initiative to enhance
public transparency” regarding PHI. Topics likely to include potential uses
of PHI, effects of such use, and individual’s rights and remedies when
such uses are unlawful. HITECH Act, Section 13404(b), codified at 42
U.S.C. §17934(a).

o NEW CIVIL AND CRIMINAL PENALTIES FOR NON-COMPLIANCE
 HITECH clarifies circumstances where criminal penalties apply by extending

criminal liability to any person, regardless of whether the person is an
employee of a covered entity or business associate or not. Criminal liability
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possible for the use and disclosure of IIHI that is maintained by a covered
entity. HITECH, Section 13409.

 HITECH Act substantially extends civil penalties. Before HITECH, penalty
range was from $100-$25,000 per violation. HITECH extends the minimum
and maximum penalties based on a multi-tier system of conduct associated
with the violation.
 TIER A: Person did not know (and by exercising reasonable diligence

would not have known) that he or she violated a provision of the Act.
 TIER B: Violation of Act due to reasonable cause and not willful neglect.
 TIER C: Violation of the Act due to willful neglect – Corrected within 30

days.
 TIER D: Violation of the Act due to willful neglect – Not corrected within

30 days.

Tier Nature of Violation Range of Penalties
Maximum
Penalty

A

Violation unknown or by
exercising reasonable diligence
would not have known

$100 for each violation, up to
$25K for all identical violations in
the same calendar year

$1.5M for all
violations of this
type

B
Violation due to reasonable
cause and not willful neglect

$1K for each violation, up to
$100K for all identical violations in
the same calendar year

$1.5M for all
violations of this
type

C

Violation of the Act due to
willful neglect – Corrected
within 30 days

$10K for each violation, up to
$250K for all identical violations in
the same calendar year

$1.5M for all
violations of this
type

D

Violation of the Act due to
willful neglect – Not corrected
within 30 days

$50K for each violation, up to
$1.5M for all identical violations
in the same calendar year

$1.5M for all
violations of this
type

 Violations can be enforced through State Attorneys General. State AGs can
institute civil actions on behalf of residents of the state in federal district
court with regard to HIPAA violations occurring after February 17, 2009 as
long as no federal action has been initiated by HHS with respect to the same
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violation. HITECH Act, Section 13410(e), adding SSA §1176(d)(1), (7), codified
at 42 U.S.C. §§1320d-5(d)(1),(7).

 Use of Corrective Action: OCR has discretion to simply require corrective
action where violator did not know (or with reasonable diligence could not
have known) that a violation occurred. HITECH Act, Section 13410(f), adding
SSA §1176(e), codified at 42 U.S.C. §§1320d-5(e).

 Audits: HITECH Act requires HHS to provide for periodic audits of covered
entities and business associates to ensure compliance with Privacy and
Security Rules. HITECH Act, Section 13411. Number of audits performed and
summary of audit findings is required to be reported to House and Senate
committees beginning 2010.

 NEW BREACH NOTIFICATION PROVISIONS
HITECH Act creates a new requirement to notify individuals of a BREACH of
UNSECURED PHI. This requirement applies to covered entities, business associates,
personal health record (PHR) vendors and companies that service PHRs. HITECH
Act, Section 13402, codified at 42 U.S.C. §17932.

o KEY DEFINITIONS
 Breach: Unauthorized acquisition, access, use, or disclosure of PHI which

compromises the security or privacy of such information subject to a number
of exceptions.

 Unsecured PHI: PHI that is note secured through the use of “technologies or
methodologies” that render PHI “unusable, unreadable, or indecipherable to
unauthorized individuals.” By comparison, “secured PHI” is that which is
encrypted or destroyed according to NIST standards. 74 FR 19006 (April 27,
2009).

o REPORTABLE EVENTS
 Covered Entity: HITECH requires a covered entity that “accesses, maintains,

retains, modifies, records, stores, destroys, or otherwise holds, uses, or
discloses unsecured [PHI]” to notify each individual “whose unsecured PHI
has been, or is reasonably believed by the covered entity to have been,
accessed, acquired or disclosed because of the breach. HITECH Act, Section
13402(a), codified at 42 U.S.C. §17932(h)(1).
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 BA: HITECH requires a BA that “accesses, maintains, retains, modifies,
records, stores, destroys, or otherwise holds, uses, or discloses unsecured
[PHI]” to notify the covered entity in the event of a breach including the
identification of each individual whose unsecured PHI has been, or is
reasonably believed by the BA to have been accessed, acquired or disclosed
during the breach. HITECH Act, Section 13402(a), codified at 42 U.S.C.
§17932(h)(1).

o TIMING OF NOTIFICATION
 All notifications must be made without unreasonable delay; e.g. within 60

calendar days of identification of the breach or 60 days from when the
breach would have been discovered with reasonable diligence.

 Breach is “discovered” on the first day it is “known” to the entity or BA. It is
“known” when the circumstances of the breach are known by any employee,
officer, or other agent of such entity or associate other than the person that
committed the breach.

o METHOD OF NOTIFICATION
 Written Notice: Covered entities are required to provide notice of a breach

to individuals in writing, by first class mail, sent to the last known address of
the individual or the next of kin if individual is deceased. HITECH Act, Section
13402(e)(1); codified at 42 U.S.C. §17932(e)(1).

 Electronic Mail: Where an individual has expressed a preference for
electronic mail notification, then that method shall be used.

 Substitute Notice: Where there is insufficient or out-of-date information to
provide the required written notice, a substitute form of notice must be
provided. If there are ten or more individuals, that notice must be made by
a “conspicuous posting [for a period to be determined by HHS] on either the
home page of the covered entity’s website or; in major print or broadcast
media. Alternate notice must include a toll free number.

 Urgent Notice: Where the covered entity believes notification of individual
is urgently required, telephone contact is appropriate in addition to notice
by first class mail.
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 More than 500 in state or jurisdiction affected: In addition to notice above,
notifications shall also be provided to “prominent media outlets.”

HIPAA POLICY CHANGES
 HIPAA Policy Revisions Necessary to Comply with HITECH

o Enact Policy on Patient’s Right to Request Restrictions on Uses and Disclosures
o Enact Policy on Accounting of Disclosures
o Enact Policy on Notification of Breaches of Unsecured PHI
o Revise Policy on Minimum Necessary Uses, Disclosures, and Requests.
o Revise Policy Pertaining to Business Associates

 New/Revised Forms Necessary to Comply with HITECH
o HITECH compliant Business Associate Agreement
o Personal Information Incident Letter
o Request for Restriction on Uses and Disclosures of Health Information
o HIPAA Accounting of Disclosure Log
o Revised Notice of Privacy Practices

Questions?
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SAMPLE NEW BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement (the "Agreement") is made and entered into effective as of
_____________[DATE], by and between [NAME OF COVERED ENTITY] (“Covered Entity”), and
_______________, a ____________________ [enter corporate entity type and state of
formation]("Business Associate"). In consideration of the mutual promises below, and other good and
valuable consideration, the sufficiency of which is hereby acknowledged, the parties agree as follows:

1. DEFINITIONS
Terms used in this Agreement that are specifically defined in HIPAA shall have the same meaning as set
forth in HIPAA. A change to HIPAA which modifies any defined HIPAA term, or which alters the
regulatory citation for the definition shall be deemed incorporated into this Agreement.

1.1 “Business Associate” shall mean the entity described above. Where the term "business associate"
appears without an initial capital letter, it shall have the meaning given to such term under the Privacy
Rule, including, but not limited to, 45 CFR § 160.103.

1.2 “Covered Entity” shall mean [NAME OF COVERED ENTITY ABOVE].

1.3 “Data Aggregation” shall have the meaning given to the term under the Privacy Rule, including, but
not limited to, 45 CFR § 164.501.

1.4 “Designated Record Set” shall have the meaning given to the term under the Privacy Rule, including,
but not limited to, 45 CFR §164.501.

1.5 “Electronic Protected Health Information” and/or “EPHI” shall have the same meaning as the term
“electronic protected health information" in 45 CFR § 160.103, and shall include, without limitation, any
EPHI provided by Covered Entity or created or received by Business Associate on behalf of Covered
Entity.

1.6 “HIPAA” means the Health Insurance Portability and Accountability Act of 1996, Public Law 104-91,
as amended, and related HIPAA regulations (45 CFR. Parts 160-164).

1.7 “HITECH” means the Health Information Technology for Economic and Clinical Health Act, found in
Title XIII of the American Recovery and Reinvestment Act of 2009, Public Law 111-005.

1.8 “Individual” shall have the meaning given to the term under the Privacy Rule, including, but not
limited to, 45 CFR § 160.103. It shall also include a person who qualifies as a personal representative in
accordance with 45 CFR § 164.502(g).

1.9 “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health Information,
and Security Standards for the Protection of Electronic Protected Health Information (the “Security
Rule”), that are codified at 45 CFR parts 160 and 164, Subparts A, C, and E and any other applicable
provision of HIPAA, and any amendments thereto, including HITECH.
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1.10 “Protected Health Information” and/or “PHI” shall have the meaning given to the term under the
Privacy Rule, including but not limited to, 45 CFR § 164.103, and shall include, without limitation, any PHI
provided by Covered Entity or created or received by Business Associate on behalf of Covered Entity.
Unless otherwise stated in this Agreement, any provision, restriction, or obligation in this Agreement
related to the use of PHI shall apply equally to EPHI.

1.11 “Required By Law” shall have the meaning given to the term under the Privacy Rule, including but
not limited to, 45 CFR § 164.103, and any additional requirements created under HITECH.

1.12 “Secretary” shall mean the Secretary of the Department of Health and Human Services or his
designee.

1.13 “Security Incident” shall mean the attempted or successful unauthorized access, use, disclosure,
modification, or destruction of information or interference with system operations in an information
system as provided in 45 CFR § 164.304.

1.14 “Services Agreement” shall mean the underlying agreement(s) that outline the terms of the
services that Business Associate agrees to provide to Covered Entity and that fall within the functions,
activities or services described in the definition of “Business Associate” at 45 CFR § 160.103.

1.15 “Unsecured PHI” shall have the same definition that the Secretary gives the term in guidance
issued pursuant to § 13402 of HITECH.

2. BUSINESS ASSOCIATE OBLIGATIONS
2.1 Business Associate agrees that it shall only use and disclose PHI in accordance with the terms of this
Agreement or as is Required By Law.

2.2 Business Associate shall not use or disclose PHI except for the purpose of performing Business
Associate's obligations to Covered Entity, as such use or disclosure is limited by this Agreement. These
obligations are as follows: [INSERT PERMITTED USES AND DISCLOSURES OR REFER TO AN ATTACHED
DOCUMENT THAT DESCRIBES THE SERVICES TO BE PROVIDED TO COVERED ENTITY.]

2.3 Business Associate shall not use or disclose PHI in any manner that would constitute a violation of
the Privacy Rule. So long as such use or disclosure does not violate the Privacy Rule or this Agreement,
Business Associate may use PHI:

(a) as is necessary for the proper management and administration of Business Associate's
organization, or

(b) to carry out the legal responsibilities of Business Associate, as provided in 45 CFR §
164.504(e)(4).

2.4 Business Associate will ensure that any agents, including subcontractors, to whom it provides PHI
agree in writing to the same restrictions and conditions, including but not limited to those relating to
termination of the contract for improper disclosure, that apply to Business Associate with respect to
such information. Further, Business Associate shall implement and maintain sanctions against agents
and subcontractors, if any, that violate such restrictions and conditions. Business Associate shall
terminate any agreement with an agent or subcontractor, if any, who fails to abide by such restrictions
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and obligations. Business Associate shall not provide any PHI to any third party or subcontract any
Services without Covered Entity’s express written permission.

2.5 Business Associate shall develop, implement, maintain, and use appropriate safeguards to prevent
any use or disclosure of the PHI or EPHI other than as provided by this Agreement, and to implement
administrative, physical, and technical safeguards as required by sections 164.308, 164.310, 164.312 and
164.316 of title 45, Code of Federal Regulations and HITECH in order to protect the confidentiality,
integrity, and availability of EPHI or PHI that Business Associate creates, receives, maintains, or
transmits, to the same extent as if Business Associate were a Covered Entity. See HITECH § 13401.

2.6 The additional requirements of Title XIII of HITECH that relate to privacy and security and that are
made applicable with respect to covered entities shall also be applicable to Business Associate and shall
be and by this reference hereby incorporated into this Agreement.

2.7 Business Associate agrees to adopt the technology and methodology standards provided in any
guidance issued by the Secretary pursuant to HITECH §§13401-13402.

2.8 Business Associate agrees to mitigate any harmful effect that is known to Business Associate of a use
or disclosure of PHI by Business Associate in violation of the requirements of this Agreement and to
notify covered entity of any breach of unsecured PHI, as required under HITECH § 13402.

2.9 Business Associate shall report, in writing, to Covered Entity any use or disclosure of PHI that is not
authorized by the Agreement. Such written notice shall be provided to Covered Entity within five (5)
business days of becoming aware of such use or disclosure.

2.10 In the case of a breach of Unsecured PHI, Business Associate shall, following the discovery of a
breach of such information, notify the Covered Entity of such breach. The notice shall include the
identification of each individual whose Unsecured PHI has been, or is reasonably believed by the
Business Associate to have been, accessed, acquired, or disclosed during the breach. If the breach
involves the Unsecured PHI of more than 500 residents of Wisconsin or residents of a certain region, or
is reasonably believed to have been accessed, acquired or disclosed during such incident, [Entity] will
also notify the prominent media outlets. The media outlets must serve the geographic area affected.

2.11 Business Associate must obtain, prior to making any permitted disclosure as set forth in Section 2.2,
reasonable assurances from such third party that such PHI will be held secure and confidential as
provided pursuant to this Agreement and only disclosed as required by law or for the purposes for which
it was disclosed to such third party, and that any breaches of confidentiality of the PHI which becomes
known to such third party will be immediately reported to Business Associate. As part of obtaining this
reasonable assurance, Business Associate agrees to enter into a Business Associate Agreement with each
of its subcontractors pursuant to 45 CFR § 164.308(b)(1) and HITECH § 13401.

2.12 Business Associate shall make PHI in Designated Record Sets that are maintained by Business
Associate or its agents or subcontractors, if any, available to Covered Entity for inspection and copying
within ten (10) days of a request by Covered Entity to enable Covered Entity to fulfill its obligations
under the Privacy rule, including, but not limited to, 45 CFR § 164.524.
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2.13 Within ten (10) days of receipt of a request from Covered Entity for an amendment of PHI or a
record about an Individual contained in a Designated Record Set, Business Associate or its agents or
subcontractors, if any, shall make such PHI available to Covered Entity for amendment and shall
incorporate any such amendment to enable Covered Entity to fulfill its obligations under the Privacy
Rule, including, but not limited to, 45 CFR § 164.524. If an Individual requests an amendment of PHI
directly from Business Associate or its agents or subcontractors, if any, Business Associate must notify
Covered Entity in writing within five (5) days of the request. Any denial of amendment of PHI maintained
by Business Associate or its agents or subcontractors, if any, shall be the responsibility of Covered Entity.
Upon the approval of Covered Entity, Business Associate shall appropriately amend the PHI maintained
by it, or any agents or subcontractors.

2.14 Within ten (10) days of notice by Covered Entity of a request for an accounting of disclosures of PHI,
Business Associate and any agents or subcontractors shall make available to Covered Entity the
information required to provide an accounting of disclosures to enable Covered Entity to fulfill its
obligations under the Privacy Rule, including, but not limited to, 45 CFR §164.528. Except in the case of a
direct request from an Individual for an accounting related to treatment payment or operations
disclosures through an electronic health record, if the request for an accounting is delivered directly to
Business Associate or its agents or subcontractors, if any, Business Associate shall within five business (5)
days of a request notify Covered Entity about such request. Covered Entity shall either inform Business
Associate to provide such information directly to the Individual, or it shall request the information to be
immediately forwarded to Covered Entity for compilation and distribution to such Individual. In the case
of a direct request for an accounting from an Individual related to treatment, payment or operations
disclosures through electronic health records, Business Associate shall provide such accounting to the
Individual in accordance with HITECH §13405(c). Business Associate shall not disclose any PHI unless
such disclosure is Required by Law or is in accordance with this Agreement. Business Associate shall
document such disclosures. Notwithstanding Section 4.4, Business Associate and any agents or
subcontractors shall continue to maintain the information required for purposes of complying with this
Section 2.12 for a period of six (6) years after termination of the Agreement.

2.15 Business Associate shall make its internal practices, books and records relating to the use and
disclosure of PHI available to the Secretary for purposes of determining Covered Entity’s compliance
with the Privacy Rule. Business Associate shall notify Covered Entity regarding any PHI that Business
Associate provides to the Secretary concurrently with providing such PHI to the Secretary, and upon
request by Covered Entity, shall provide Covered Entity with a duplicate copy of such PHI.

2.16 Business Associate and its agents or subcontractors, if any, shall only request, use and disclose the
minimum amount of PHI necessary to accomplish the purpose of the request, use or disclosure. Business
Associate agrees to comply with the Secretary’s guidance on what constitutes minimum necessary. See
HITECH §13405.

2.17 Business Associate acknowledges that Business Associate has no ownership rights related to the
PHI.

2.18 Business Associate and its subcontractors or agents, if any, shall retain any PHI throughout the term
of the Agreement.
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2.19 Unless greater coverage is required under any other agreement between Covered Entity and
Business Associate for the provision of services related to this Agreement, Business Associate shall
maintain or cause to be maintained the following insurance covering itself and each subcontractor or
agent, if any, through whom Business Associate provides services; (i) a policy of commercial general
liability and property damage insurance, and electronic data processing insurance, with limits of liability
not less than two million dollars ($2,000,000) per occurrence and two million dollars ($2,000,000)
annual aggregate and (ii) such other insurance or self insurance as shall be necessary to insure it against
any claim or claims for damages arising under this Agreement or from violating Business Associate’s own
obligations under HIPAA and HITECH (see HITECH § 13404), including but not limited to, claims or the
imposition of administrative penalties and fines on Business Associate or its subcontractors or agents, if
any, arising from the loss, theft, or unauthorized use or disclosure of PHI. Such insurance coverage shall
apply to all site(s) of Business Associate and to all services provided by Business Associate or any
subcontractors or agents under this Agreement.

2.20 During the term of this Agreement, Business Associate shall notify Covered Entity within twenty-
four (24) hours of any suspected or actual Security Incident or breach of security, intrusion or
unauthorized use or disclosure of PHI or EPHI and/or any actual or suspected use or disclosure of data in
violation of any applicable federal or state laws or regulations, or any legal action against Business
Associate arising from an alleged HIPAA violation. Business Associate shall take prompt action to correct
any such deficiencies and (ii) any action pertaining to such unauthorized disclosure required by
applicable federal and state laws and regulations.

2.21 Within ten (10) business days of a written request by Covered Entity, Business Associate and its
agents or subcontractors, if any, shall allow Covered Entity to conduct a reasonable inspection of the
facilities, systems, books, records, agreements, policies and procedures relating to the use or disclosure
of PHI pursuant to this Agreement for the purpose of determining whether Business Associate has
complied with this Agreement and HITECH; provided, however, that

(a) Business Associate and Covered Entity mutually agree in advance upon the scope, location
and timing of such an inspection; and

(b) Covered Entity shall protect the confidentiality of all confidential and proprietary information
of Business Associate to which Covered Entity has access during the course of such inspection.

2.22 Except as otherwise limited in this Agreement, Business Associate may use PHI to provide Data
Aggregation services to Covered Entity as permitted by 45 CFR §164.504(e)(2)(I)(B).

2.23 If Business Associate knows of a pattern of activity or practice by the Covered Entity that
constitutes a material breach or violation of the Covered Entity’s obligations under this Agreement,
Business Associate will take reasonable steps to cure the breach or end the violation. If such steps are
unsuccessful within a period of 30 days, Business Associate will either:

(a) terminate the Agreement, if feasible; or
(b) report the problem to the Secretary.

3. COVERED ENTITY OBLIGATIONS
3.1 Covered Entity shall provide Business Associate with the notice of any privacy practices that Covered
Entity produces in accordance with 45 CFR § 164.520, as well as any changes to such notice.
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3.2 Covered Entity shall provide Business Associate with notice of any changes to, revocation of, or
permission by Individual to use or disclose PHI, if such changes affect Business Associate's permitted
uses or disclosures, within a reasonable period of time after Covered Entity becomes aware of such
changes to or revocation of permission.

3.3 Covered Entity shall notify Business Associate of any restriction to the use or disclosure of PHI that
Covered Entity has agreed to or must comply with in accordance with 45 CFR §164.522 and HITECH §
13405(a).

3.4 Covered Entity shall not request Business Associate to use or disclose PHI in any manner that would
not be permissible under the Privacy Rule if done by Covered Entity.

4. TERMINATION
4.1 The term of this Agreement shall be effective as of the date of this Agreement and continue until
terminated by Covered Entity or any underlying Services Agreement expires or is terminated. Any
provision related to the use, disclosure, access, or protection of EPHI or PHI or that by its terms should
survive termination of this Agreement shall survive termination.

4.2 A breach by Business Associate, or its agents or subcontractors, if any, of any provision of this
Agreement, as determined by Covered Entity, shall constitute a material breach of the Agreement. If
Business Associate breaches this Agreement, Covered Entity may, in its discretion:

(a) immediately terminate this Agreement;
(b) provide an opportunity for Business Associate to cure the breach or end the violation and

terminate this Agreement if Business Associate does not promptly cure the breach or end the violation
within a period not to exceed 30 days; or (iii) report the violation to the Secretary if neither termination
nor cure is feasible.

4.3 Covered Entity may terminate this Agreement effective immediately, if
(a) Business Associate is named as a defendant in a criminal proceeding for a violation of

HIPAA, HITECH, or other security or privacy laws or (ii) there is a finding or stipulation that Business
Associate has violated any standard or requirement of HIPAA, HITECH, or other security or privacy laws
in any administrative or civil proceeding in which Business Associate is involved.

4.4 Upon termination of this Agreement for any reason, Business Associate shall return, or at Covered
Entity’s request, destroy all PHI that Business Associate or its agents or subcontractors, if any, still
maintain in any form, and shall retain no copies of such PHI. If return or destruction is not feasible,
Business Associate shall explain to Covered Entity why conditions make the return or destruction of such
PHI not feasible. If Covered Entity agrees that the return or destruction of PHI is not feasible, Business
Associate shall retain the PHI, subject to all of the protections of this Agreement, and shall make no
further use of such PHI. If Business Associate elects to destroy the PHI, Business Associate shall certify in
writing to Covered Entity that such PHI has been destroyed.

4.5 If this Agreement is terminated for any reason, Covered Entity may also terminate the Services
Agreement between the parties. This provision shall supersede any termination provision to the
contrary which may be set forth in the Services Agreement.
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5. MISCELLANEOUS
5.1 A reference in this Agreement to a section in the Privacy Rule means the Privacy Rule section as in
effect or as amended.

5.2 Business Associate and any of its subcontractors and agents shall indemnify, hold harmless and
defend Covered Entity and its employees, officers, directors, agents, and contractors from and against
any and all claims, losses, liabilities, costs, attorneys’ fees, and other expenses incurred as a result of or
arising directly or indirectly out of or in connection with Business Associate’s or its subcontractors’ or
agents’ breach of this Agreement, violation of HIPAA, HITECH or other applicable law, or otherwise
related to the acts or omissions of Business Associate or its subcontractors or agents.

5.3 Business Associate may not subcontract any Services or assign any rights, nor may it delegate its
duties, under this Agreement without the express written consent of Covered Entity.

5.4 Nothing express or implied in this Agreement is intended to confer, nor shall anything herein confer,
upon any person other than Covered Entity, Business Associate, or their respective successors or assigns,
any rights, remedies, obligations or liabilities whatsoever.

5.5 The parties are independent contractors and nothing in this Agreement shall be deemed to make
them partners or joint venturers.

5.6 If any modification to this Agreement is Required By Law or required by HITECH or any other federal
or state law affecting this Agreement, or if Covered Entity reasonably concludes that an amendment to
this Agreement is needed because of a change in federal or state law or changing industry standards,
Covered Entity shall notify Business Associate of such proposed modification(s) ("Legally-Required
Modifications"). Such Legally Required Modifications shall be deemed accepted by Business Associate
and this Agreement so amended, if Business Associate does not, within thirty (30) calendar days
following the date of the notice (or within such other time period as may be mandated by applicable
state or federal law), deliver to Covered Entity its written rejection of such Legally-Required
Modifications.

5.7 Business Associate will comply with all appropriate federal and state security and privacy laws, to the
extent that such laws apply to Business Associate or are more protective of Individual privacy than are
the HIPAA laws.

5.8 All notices which are required or permitted to be given pursuant to this Agreement shall be in
writing and shall be sufficient in all respects if delivered personally, by electronic facsimile (with a
confirmation by registered or certified mail placed in the mail no later than the following day), or by
registered or certified mail, postage prepaid, addressed to a party as indicated below:

If to Business Associate: If to Covered Entity, to:
INSERT ADDRESS INSERT ADDRESS
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Notice shall be deemed to have been given upon transmittal thereof as to communications which are
personally delivered or transmitted by electronic facsimile and, as to communications made by United
States mail, on the third (3rd) day after mailing. The above addresses may be changed by giving notice of
such change in the manner provided above for giving notice.

5.9 If any provision of this Agreement is determined by a court of competent jurisdiction to be invalid,
void, or unenforceable, the remaining provisions hereof shall continue in full force and effect.

5.10 This Agreement contains the entire understanding between the parties hereto and shall supersede
any other oral or written agreements, discussions and understandings of every kind and nature,
including any provision in any Services Agreement. No modification, addition to or waiver of any right,
obligation or default shall be effective unless in writing and signed by the party against whom the same
is sought to be enforced. No delay or failure of either party to exercise any right or remedy available
hereunder, at law or in equity, shall act as a waiver of such right or remedy, and any waiver shall not
waive any subsequent right, obligation, or default.

5.11 This Agreement shall be governed by the laws of the State of [STATE] without respect to its conflict
of law principles.

5.12 Interpretation. Any ambiguity in this Privacy Agreement shall be resolved to permit Provider to
comply with the Privacy Rule and the Security Rule.

5.13. Captions and Headings. The captions and headings in this Privacy Agreement are included for
convenience and reference only, and shall in no way be held or deemed to define, limit, describe,
explain, modify, amplify or add to the interpretation, construction or meaning of, or the scope or intent
of, this Agreement.

5.14 Enforceability of Copies. A copy of this agreement shall be enforceable as the original.

REMAINDER OF PAGE LEFT INTENTIONALLY BLANK
IN WITNESS WHEREOF, the parties have caused this Agreement to be executed by their respective duly
authorized representatives as of the dates set forth below.

BUSINESS ASSOCIATE COVERED ENTITY

By: By:

Name: Name:

Title: Title:
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SAMPLE PERSONAL INFORMATION INCIDENT LETTER

[Company letterhead]

[Date]

VIA FIRST CLASS MAIL [Note: Can be sent via e-mail if individual has indicated a preference for that.]

[Last known address of individual]

Dear:
On behalf of ________________, Inc. ("Company"), I am writing to you because a recent incident may
have involved your personal information. We have learned that there is a possibility that an
unauthorized person accessed a ___________ containing medical records and other information. On
__________, 20__, [include a brief description of what happened, including the date of the breach and
the date of discovery, if known]. We believe that the individual(s) responsible may have had access to a
database containing [describe the types of unsecured protected health information that were involved in
the breach (e.g. name, Social Security Number, date of birth, etc.).]

[Include a discussion of the steps individuals should take to protect themselves from potential harm
resulting from the breach, such as contacting credit bureaus and placing a fraud alert on the individual's
credit file.]

[Include a brief description of what the covered entity involved is doing to investigate the breach, to
mitigate loss, and to protect against any further breaches. An example is below.]

Company has filed a law enforcement report with the [insert agency]. The incident report number is
____________. Management immediately launched an internal investigation into this matter, and began
taking steps to reduce the risk of future unauthorized access to information. Once we have compiled all
relevant facts, we will consider additional action as necessary to prevent the theft of personally
identifiable information. While we are uncertain whether your personal information was actually
obtained during the unauthorized access, we want to bring this situation to your attention, and urge you
to take actions to minimize your potential risk of identity theft.

We want to assure you that we take our responsibility to safeguard personal information very seriously.
As a result of this incident, we are also undertaking further steps to increase this security, such as
__________________________. If there is anything Company can do to assist you, or if you have any
questions or require additional information, please contact us at ________________ [must include a
toll-free telephone number, an e-mail address, Web site, or postal address].

We apologize for any inconvenience or concern this incident may cause you. [Note whether additional
information will be provided in a later mailing.]

Sincerely,
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SAMPLE REQUEST FOR RESTRICTION ON USES AND DISCLOSURES OF PHI

[Name of Provider/Practice Name]

Request for Restriction on Uses and Disclosures of Health Information

/ / ( ) -
Patient's Last Name, First Name, Middle Initial Date of Birth Telephone

Home Address: Street City/Town State Zip Code

Parent/Family Member/ Legal Guardian/Personal Representative's Name

1. I hereby request that the use or disclosure of the patient's health information be restricted as follows.
I understand that I may request restrictions only on uses and disclosures for treatment, payment, or
health care operations, or on disclosures to family, friends, and personal representatives involved in the
patient's care or payment related to the patient's care, or on the disclosure of a specific item or service
to a health plan for purposes of payment or health care operations if I paid out-of pocket for that item
or service.

2. I understand that [name of provider] is not required to agree to a restriction. I also understand that
even if [name of provider] agrees to the restriction described above, [name of provider] may still use or
disclose health information for law enforcement activities, certain public health activities, in an
emergency to provide emergency treatment, or as otherwise required by law.

______________________________________________ ___________________________
Signature of Patient or Personal Representative Date

If you are signing this authorization in your capacity as a family member, legal guardian, or personal
representative, please describe your authority to act on behalf of the patient and your relationship to
the patient.

FOR PROVIDER USE ONLY
Restriction has been: Agreed to _____ Not agreed to _____
If restriction has not been agreed to, reason for denial of request:

Signature of Privacy Officer: _________________________ Date: __________________
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SAMPLE HIPAA ACCOUNTING OF DISCLOSURE LOG

[Name of Provider/Practice Name]

/ / ( ) -
Patient's Last Name, First Name, Middle Initial Date of Birth Telephone

Home Address: Street City/Town State Zip Code

Parent/Family Member/ Legal Guardian/Personal Representative's Name

See Item 5 for instructions regarding multiple disclosures

1. Date of Disclosure: ___/____/______
2. Name of entity or person to whom Patient's Protected Health Information was disclosed and address
(if known)
Name: ______________________________________________
Last First Middle
Address: ___________________________________________
Street
City State Zip ___________________________________________

3. Description of Protected Health Information disclosed: Include an accounting of any disclosures of
Electronic Health Records for treatment, payment, and health care operations during the previous 3
years.
________________________________________________________________
________________________________________________________________

4. Describe purpose of disclosure, or attach a copy of written request for disclosure, if any.
________________________________________________________________
________________________________________________________________

5. If multiple disclosures have been made to same person or entity for a single purpose, in addition to
completing items 1, 3, 4 and 5 above for the first disclosure during the accounting period, provide the
following:
a. Dates of Accounting Period: __/__/____ to __/__/____

b. Frequency, Periodicity or Number of Disclosures During the Accounting Period ___________________
c. Date of Last Disclosure during Accounting Period ______________

Signature: ____________________ Date: _________________

Print Name: ____________________ Title: _________________


